AGREEMENT ON USE OF MyBPO INTERNET PORTAL BY THE USERS 
MYBPO LLP (BIN: 240740006924) (hereinafter referred to as the “portal administration and/or Operator”) being the right holder of MyBPO electronic portal (hereinafter referred to as “MyBPO site” or “MyBPO portal”) shall provide the User with access to the electronic services of MyBPO site, as well as personal data storage and processing on the Internet resource at https://my.bpo.kz/ (hereinafter referred to as the “portal”), in turn, the User of the electronic portal (hereinafter referred to as the “User” or “Users”), undertakes to use MyBPO portal exclusively for the purposes defined by this Agreement, and in compliance with the current legislation of the Republic of Kazakhstan, as well as provides his/her consent to the personal data collection and processing on the terms and according to this Agreement (hereinafter referred to as the Agreement) at the request of a legal entity (hereinafter referred to as the Customer) with whom the User has labor or civil law relations. In case of disagreement with the Agreement, the User undertakes and has the right to notify the Customer and the Operator in writing of such disagreement and stop using the services of the Electronic Portal.
1. DEFINITION OF TERMS
1.1. The following terms are used in this Confidentiality Policy:
1.1.1. MyBPO portal is an Internet resource located on the Internet at https://my.bpo.kz/. Depending on the context, MyBPO portal shall also mean the portal software, portal design (graphic design), the Portal Database, any of its sections and subsections, as well as messages and publications placed on the portal by the Portal Administration.
1.1.2. “Portal Administration and/or Operator” has all relevant exclusive property rights to MyBPO portal including the right to the domain name of MyBPO portal, and its administration by the authorized employees of the portal management, acting on behalf of the Operator, who organize and (or) carry out processing of the personal data, as well as determine the purposes of personal data processing, composition of the personal data which is subject to processing, actions (operations) performed with the personal data.  
1.1.3. “Portal User” (hereinafter referred to as the “User”) is an individual or a legal entity registered with MyBPO portal, having access to the Electronic Portal via the Internet, Login, and Password and using the Operator’s Electronic Portal for the purpose of exchange of personnel documents, documentary support of its labor and accounting activities, processing of personal data of its employees within the framework of the current labor legislation.  
1.1.4. “Personal Data” is any information relating to a directly or indirectly defined or identifiable individual (personal data subject), except for information not related to protected personal data according to the legislation of the Republic of Kazakhstan.
1.1.5. “Processing of Personal Data” is any action (operation) or set of actions (operations) performed with or without the use of automation means with personal data, including collection, recording, systematization, accumulation, storage, clarification (update, change), use, depersonalization, blocking, deletion, destruction of personal data.
1.1.6. Electronic digital signature (hereinafter referred to as the EDS) is a set of electronic digital symbols created using an electronic digital signature and confirming the authenticity of an electronic document, its ownership, and invariability of its content (paragraph 16 of Article 1 of the Law of the Republic of Kazakhstan “On Electronic Document and Electronic Digital Signature” No. 370 dated January 7, 2003);
1.1.7. “Personal Account” is a section of MyBPO portal, which contains personal information about the user collected from various sources provided by the Customer. Access to the Personal Account is available only to the portal user, and authorization with login and password is required to view the full dossier.
1.1.8. “Confidentiality of Personal Data” is a requirement binding on the Portal Administration or any other person who has access to personal data not to allow their dissemination without the written consent of the personal data subject or other legal grounds. 
1.1.9. “Cookies” is a small piece of data sent by the web server and stored on the user’s computer, which the web client or web browser sends to the web server each time in an HTTR request when trying to open a page of the respective website.
1.1.10. “ІР-address” is a unique network address of a node in a computer network built using the ІР protocol.
1.1.11. “Customer” is a client of MYBPO LLP, with whom an Agreement on the use of services of MyBPO portal has been concluded, acting concerning the User as an Employer under an employment contract or as a Customer under a civil contract for the provision of services.
According to Article 389 of the Civil Code of the Republic of Kazakhstan, this Agreement is a Contract of Adhesion.
A contract of adhesion is a contract, the terms and conditions of which are defined by one of the parties in blank forms or other standard forms and can be accepted by the other party no other way than by adhesion to the proposed contract as a whole.

2. GENERAL PROVISIONS
2.1. The use of MyBPO portal by the User means that the User accepts this Confidentiality Policy and the terms of processing the User’s personal data and agrees to collection, processing, and storage of his/her personal data.
2.2. This Agreement regulates collection and use of the personal data of MyBPO portal users in case of their registration with MyBPO electronic portal and use of paid services provided by MyBPO portal. 
2.2. In case of disagreement with the terms and conditions of this Agreement, the User shall stop using MyBPO portal, and shall not register with the Website.
2.3. Collection, uploading, and processing of the User’s personal data shall be performed only after the User has acceded to this Agreement. On the grounds of the User’s written consent, the Customer shall provide the User’s personal data solely on its own will and shall be independently responsible for any actions related to collection, use, dissemination, and disclosure of personal data and their validity. MyBPO portal shall be provided to the User only for the purpose of providing the User with the possibility of submitting electronic applications to form personnel events, sign personnel and other documents using EDS, and work with personnel and accounting documents related to the User.
2.3. This Confidentiality policy shall apply only to MyBPO portal owned by the Operator, and the Operator does not control and is not responsible for the websites of third parties, to which the User can go through the links available on MyBPO electronic portal. 
2.4. The Operator does not verify the validity of personal data provided by the User on MyBPO portal and does not verify their authenticity and source of origin. The User is solely responsible for the validity, and legality of receiving personal data, their relevance, and compliance with the current legislation of the Republic of Kazakhstan. 
3. SUBJECT MATTER OF THE CONFIDENTIALITY POLICY
3.1. This Confidentiality Policy establishes the obligations of the Portal Operator on non-disclosure and protection of confidentiality of personal data, which are provided by the Customer during the registration of the User with MyBPO portal.
3.2. Under this Agreement, by providing his/her written consent, the User unconditionally agrees that the Personal Data authorized for processing within the framework of this Agreement shall be provided by the Customer upon the User’s consent by uploading personal information to MyBPO portal from 1C or 1C Payroll and HR Management databases, in the section opened to the User after his/her registration, and shall include the following: 
3.2.1. Surname, first name, patronymic (patronymic is optional) of the User;
3.2.2. Contact telephone number and addresses;
3.2.3. Electronic mail (e-mail) address;
3.2.4. Personnel documents (employee’s personal file, personnel orders, information on labor activity, information on salary calculation, questionnaire data, information on pension contributions), and other information required for personnel record keeping, salary calculation, and other payments within the framework of labor legislation and accounting.
3.3. MyBPO portal shall protect the data that are automatically transmitted when visiting the pages where the statistical script of the system is installed:
Login and Password;
IP address;
Cookie information;
Information about the browser (or other program that accesses the ads);
Access time;
Address of the page where the ad unit is located;
Referrer (address of the previous page).
3.3.1. Disabling cookies may result in an inability to access parts of MyBPO portal that require authorization.
3.3.2. MyBPO portal collects statistics about the IP addresses of its visitors. This information is used to identify and solve technical problems.
3.4. Any other personal information not specified above (used browsers, operating systems, etc.) is subject to secure storage and non-dissemination except for cases stipulated in clauses 5.2. and 5.3. of this Confidentiality policy.
4. PURPOSES OF COLLECTING USER’S PERSONAL INFORMATION
4.1. The User’s personal data uploaded to MyBPO portal shall be used for the following purposes:
4.1.1. Automation of personnel and accounting electronic document flow in respect of the User, for their processing on behalf of the Customer by forming such electronic documents containing personal data of the User for subsequent signing using (EDS) on MyBPO portal.
4.1.2. Sending notifications concerning the User’s personnel and accounting electronic document flow.
4.1.3. Preparing and sending answers to the User’s requests;
4.1.4. Providing the User with effective technical support in case of problems related to the use of MyBPO portal. 
4.1.5. Sending information about the Operator’s or Customer’s products.
4.1.6. Providing the User with special offers, information about prices, ongoing and upcoming promotions, newsletters, and other information on behalf of the Portal Operator or on behalf of the Portal Operator’s partners.  
4.2. The User may unsubscribe from receiving the newsletter at any time by sending an e-mail to MyBPO@bpo.kz. 
5. METHODS AND TERMS OF PERSONAL INFORMATION PROCESSING
5.1. Processing of personal data by the Portal User shall be carried out during the validity period of the Service Agreement concluded with BPO Kazakhstan LLP or this Agreement, by any lawful means, including in the information systems of personal data with or without the use of automation tools.
5.2. The User agrees that the Operator of the MyBPO portal has the right to use the User’s personal data solely for the purpose of preparing an electronic package of personnel and other documents for the User and the Employer on MyBPO portal, for signing such documents by the User and his/her Employer represented by the Customer, using EDS. 
[bookmark: _GoBack]5.3. Personal data posted by the User on the Website may be transferred to the authorized state authorities of the Republic of Kazakhstan on the grounds and in the manner prescribed by the legislation of the Republic of Kazakhstan after written notification of the User, except for cases established by the current legislation.
5.4. In case of loss or disclosure of personal data, the Portal Operator shall inform the User and/or the Customer in writing about the loss or disclosure of personal data. 
5.5. The portal operator shall take the required organizational and technical measures to protect the User’s personal information from illegal or accidental access, destruction, modification, blocking, copying, and distribution, as well as from other illegal actions of third parties.
5.6. The Portal Operator together with the User and the Customer shall take all required measures to prevent losses or other negative consequences caused by loss or disclosure of the User’s personal data to the extent established by this Agreement and internal acts of the Portal Operator.
6. OBLIGATIONS OF THE PARTIES
6.1. The User shall be obliged to:
6.1.1. Provide consent to the Operator and the Customer to use MyBPO portal and consent to collection, transfer, storage, and processing of personal data for further use of such data by the Operator on MyBPO portal. 
6.1.2. Confirm their consent to transfer, collection, and storage of their personal data when using the portal.
6.1.3. Post only true personal data on MyBPO portal;
6.1.4. Not to transfer and disclose the data from the personal account to third parties for authentication to MyBPO portal.
6.1.5. Not to use unreliable, easy-to-pick passwords to access his/her account on MyBPO Website; 
6.1.6. Not to share his/her account password with third parties and persons not authorized to receive and use personal data.
6.1.7. Not to authenticate to MyBPO portal using and saving login and password on unverified or doubtful equipment.
6.1.8. Not to place personal data of other persons on MyBPO portal as well as not to use personal data of other Users in any way that does not meet the requirements of the legislation of the Republic of Kazakhstan, for illegal or unlawful purposes, for the purpose of benefit and any other purposes that do not correspond to the purposes of creation of the Website.
6.1.9. Not to use or transfer personal data of third parties without their consent. When one User posts personal data of several users, it is assumed that the User has the required authorization, and the User is solely responsible for such authorization; 
6.1.10. Notify about changes in personal data in cases when it may affect the performance of services by the Operator;
6.1.11. The User agrees not to take actions that may be considered as violating the legislation of the Republic of Kazakhstan or international law, including intellectual property, copyright, and/or related rights, as well as any actions that result or may result in disruption of the normal operation of MyBPO portal and portal services.
6.1.12. Any means of individualization, including trademarks and service marks, as well as logos and emblems contained on the pages of the Website, are the intellectual property of their right holders. The user of MyBPO portal shall not reproduce or otherwise use these means of individualization and/or their elements without prior written permission of the respective right holders.
6.2. The User shall be entitled to:
6.2.1. Introduce, change, place new personal data, use personal data within the framework of labor relations and personnel records arising between the User and the Customer;
6.2.2. Have free access to their personal data and the personal data posted by the User;
6.2.3. Refuse to transfer personal data to MyBPO portal. In this case, the User is informed that he/she will not be able to access MyBPO portal.
6.3. MyBPO portal operator shall:
6.3.1. Store personal information and provide access of the User to the personal information posted by the User solely for the purposes specified in clause 4 of this Agreement.
6.3.2. Keep personal information confidential, not disclose without prior written permission of the User, as well as not to sell, exchange, publish, or disclose by other possible means the personal information and data posted by the User, except for clauses 5.2 and 5.3 of this Agreement. 5.2. and 5.3. of this Agreement. 
6.3.3. Take precautionary measures to protect the confidentiality of personal data posted by the User in the manner usually used for the protection of such information in the existing business practices and according to the Law of the Republic of Kazakhstan.
6.3.4. Store and provide access to personal data to the extent not exceeding the amount required for the provision of services on MyBPO portal;
6.3.5. Not transfer personal data to third parties without the User’s consent, except for the cases stipulated by law;
6.3.6. Not to publish personal data received, except for those in respect of which the User has expressly agreed to their publication;
6.3.7. Ensure the protection of personal data from misuse or loss in the manner prescribed by the legislation.
7. LIABILITY OF THE PARTIES
7.1. MyBPO portal Operator, who failed to fulfill its obligations, shall be liable for proven losses caused through the fault of the Portal Operator limited to the amount of real damage incurred by the User in connection with unauthorized use of personal data, according to the legislation of the Republic of Kazakhstan. The Operator undertakes to reimburse the Customer for any documented costs, claims, demands, obligations, and expenses of any nature directly arising as a direct result of the Operator’s direct violation of obligations under this Agreement.
7.2. The Operator shall not be liable for lost profit, caused to the User or third parties as a result of using MyBPO portal or in connection with the operation of MyBPO portal, as well as in all other cases stipulated by this Agreement. The owners of personal and other information protected by the current legislation of the Republic of Kazakhstan are the User and the Customer, and upon that, the Operator provides only services on the creation of the required technical and electronic infrastructure to optimize the processing of personnel and electronic documents through the services of MyBPO portal for the User and the Customer.
7.3. In case of loss or disclosure of confidential information (as well as personal data) the Portal Operator shall not be liable if this confidential information (personal data): 
7.3.1. Became public domain before its loss or disclosure.
7.3.2. Was received from a third party before its receiving by the Portal Operator from the User.
7.3.3. It does not belong to personal data under the current legislation or is publicly available information that is freely accessible.
7.3.4. Was disclosed with the consent of the User and the owner of the personal data and/ or confidential information (personal data).
7.5. In case the User violates the terms and conditions of this Agreement, the Operator shall have the right at its sole discretion to:
7.5.1. warn the User in writing, with the maximum number of warnings being three written warnings;
7.5.2. cancel the User’s registration with MyBPO portal and notify the Customer thereof.
Taking certain sanctions directly depends on the degree and frequency of violations and shall be determined by the Operator on a case-by-case basis.
7.2. The Operator shall make all possible efforts to ensure normal operation of MyBPO portal, but shall not be liable for non-fulfillment or improper fulfillment of obligations under the Agreement, as well as possible losses, including, but not limited to, as a result of:
failures in the operation of MyBPO portal caused by code errors, computer viruses, and other extraneous code fragments in the portal software;
absence (impossibility to establish, terminate, etc.) of Internet connections between the User’s server and the Website server;
establishment of state regulation (or regulation by other organizations) of commercial organizations’ business activities on the Internet and/or establishment by the said entities of one-time restrictions that complicate or make impossible implementation of the Agreement; 
other cases related to the actions (inaction) of Users and/or other subjects aimed at worsening the general situation with the use of the Internet and/or computer equipment that existed at the time of the Agreement, as well as any other actions aimed at the Site and third parties;
7.3. The Owner has the right to carry out preventive maintenance works in the hardware and software complex of the Website with temporary suspension of the Website operation, if possible at night time and minimizing the time of the Website inoperability, notifying the User about it, if technically possible.
7.4. In case of force majeure circumstances, as well as accidents or failures in software and hardware complexes of third parties cooperating with the Owner, or actions (inaction) of third parties aimed at suspension or termination of the Website operation, the Website operation may be suspended without notifying the User.
8. DISPUTE RESOLUTION
8.1. Before filing a claim with the court on disputes arising from the relations between the User of MyBPO portal, and the Operator of MyBPO portal, it is obligatory to submit a claim (a written offer of voluntary dispute settlement).
8.2. Within 30 calendar days from the date of receipt of the claim, the recipient of the claim shall notify the claimant in writing of the results of the review of the claim. 
8.3. In case of failure to reach an agreement, the dispute will be submitted for consideration to a judicial body according to the current legislation of the Republic of Kazakhstan. 
8.4. The portal operator shall not be liable for distribution of the User’s personal data or information posted on the portal by the User through the fault of third parties, which the Operator did not authorize for such distribution. 
8.5. The consent of the personal data subject to the processing of his/her personal data is mandatory for the User, except for the following cases:
- in cases when personal data processing is required for fulfillment of duties (powers) stipulated by the legislative acts;
- in other cases when the Law on personal data protection and other legislative acts expressly provide for the processing of personal data without consent of the personal data subject.

9. TERMS OF PERSONAL DATA PROCESSING.
9.1. The portal operator shall stop storing personal data provided by the User in the following cases:
- if the purpose of personal data processing has been achieved, or the need to achieve the purpose has passed, the established period for personal data processing has expired;
- the validity period of the personal data subject’s consent has expired or the personal data subject has withdrawn consent to the processing, and the Portal Operator has no other grounds for processing of the personal data, as stipulated by the legislation of the Republic of Kazakhstan;
- in case of detection of unlawful processing of personal data;
- in case of termination of the portal activity.
Personal data may be stored by the Portal Operator for more than 1 (one) year after termination of this Agreement, except for cases directly determined by the current legislation of the Republic of Kazakhstan.
9.2. The periods of personal data processing by the Portal User shall be set according to the User’s purposes within the framework of the existing labor relations between the Portal User and the personal data owner.
9.3. According to the current legislation of the Republic of Kazakhstan - an electronic document signed via EDS becomes an integral document linking a specific authorized person and the electronic document, which in turn can be confirmed on the ezSigner.kz portal (where the data of the registration certificate of the legal entity, the content, and the fact of signing the document by a specific person via EDS are indicated). Confirmation of EDS authenticity is proof of EDS authenticity recognized by the Operator, User, and Customer in case of a dispute as proof of occurrence of certain obligations.

10. PROCEDURE FOR ENSURING SECURITY DURING PERSONAL DATA PROCESSING.
10.1. Security in the processing of personal data means several legal, organizational, and technical measures aimed at:
- ensuring protection of the information from unauthorized access, destruction, modification, blocking, copying, provision, distribution, as well as from other unlawful actions concerning such information; 
- exercise of the right of access to information.
10.2. To ensure compliance with confidentiality and security requirements for personal data processing, the Portal Operator shall provide the employees processing personal data with the necessary conditions to fulfill these requirements. 
10.3. Security of personal data during their processing in the computer network of the Portal Operator shall be ensured using a personal data protection system, including organizational measures and information protection means, as well as information technologies used in the computer network of the Portal Operator: anti-virus software, password setting.
10.4. Computers and (or) electronic folders containing files with personal data are protected for each user by individual access passwords that meet the requirements of local legal acts of the Portal Operator.
10.5. The portal operator shall not disclose to third parties or distribute personal data without written consent of the personal data subject unless otherwise stipulated by the legislation of the Republic of Kazakhstan.
10.6. Access to the processed personal data shall be allowed only to the employees of the Portal Operator and the User, engaged in processing of personal data and authorized persons of the Portal Operator and the Portal User on the grounds of concluded agreements, legislative acts, local normative acts.
10.7. The list of employees and authorized persons who have access to personal data and are engaged in their processing shall be determined by the Portal Operator and the Portal User by mutual agreement.
11. ADDITIONAL CONDITIONS
11.1. The Portal Operator has no right to make amendments to this Agreement without the consent of the Portal User. Any amendments must be agreed with the User.
11.2. New amendments to this Agreement shall come into force from the moment of their posting on MyBPO portal.
11.3. Any suggestions or questions regarding this Agreement should be communicated to the e-mail address - MyBPO@bpo.kz. User Support e-mail: MyBPO@bpo.kz. 
11.4. The obligations under this Agreement may not be assigned by the Operator to third parties. Such an assignment will be considered as a disclosure of personal data.
11.5. This Agreement may be terminated unilaterally out of court by the User by sending a notice of termination at least 30 (thirty) business days before the date of the proposed termination, according to the Operator's details specified on MyBPO website.

By accepting this Agreement and signing it, the User agrees that according to paragraph 1 of Article 7 of the Law of the Republic of Kazakhstan “On Electronic Document and Electronic Digital Signature”, an electronic document complying with the requirements of this Law and certified using an electronic digital signature of a person authorized to sign it, is equivalent to a signed document on paper, at the same time, according to paragraph 1 of Article 10 of the above Law, the use of an electronic digital signature is equivalent to a handwritten signature of the signatory and has the same legal consequences. By signing all documents on MyBPO portal using personal EDS, the User confirms that he/she has read the Law of the Republic of Kazakhstan “On Electronic Document and Electronic Digital Signature” No. 370-II dated January 7, 2003 and that all documents signed by the User using personal EDS are equivalent to a signed document on paper medium according to paragraph 1 of Article 7 of the Law. 

